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(57) ABSTRACT

A gateway apparatus relays communication between first and
second servers provided in a data center and an external
communication apparatus located outside the data center. A
control apparatus obtains an observation result obtained by
observing a communication amount being an amount of data
transmitted/received per unit time for each of wvirtual
machines operating in the first and second servers in associa-
tion with a transmission source and a destination of the data.
When the first number of hops is smaller than the second
number of hops, the control apparatus controls an arrange-
ment of the virtual machines so that the virtual machine
whose communication amount with the external communi-
cation apparatus is larger is more likely to be placated in the

first server.
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1
COMMUNICATION METHOD AND
COMMUNICATION APPARATUS

CROSS-REFERENCE TO RELATED
APPLICATION

This application is based upon and claims the benefit of
priority of the prior Japanese Patent Application No. 2011-
183903, filed on Aug. 25, 2011, the entire contents of which
are incorporated herein by reference.

FIELD

The present invention relates to communication in a net-
work including a plurality of communication apparatuses.

BACKGROUND

In recent years, the cloud computing using a network and a
virtual machine (VM) is becoming popular. A plurality of
servers may be placed in a data center used for the cloud
computing, and the virtual machine operates in the server.
The virtual machine transmits/receives data used for execut-
ing an application and execution results of the application
to/from other virtual machines and servers. For this reason,
communication may be carried out between a plurality of
virtual machines in a data center. Furthermore, there may be
acase in which a virtual machine operating on a server placed
in a data center A communicates with a virtual machine
operating on a server placed in a data center B that is different
from the data center A.

As arelated technique, a system in which virtual machines
that provides service are gathered in a server included in a
prescribed rack in a server room has been invented. This
system seeks to save power with the change of the arrange-
ment of the virtual machines by stopping the rack with no
operating server and by stopping the processing of the equip-
ment in the room for the rack.

PRIOR ART DOCUMENT
Patent Document

[Patent document 1] Japanese Laid-open Patent Publication
No. 2011-82799

As the cloud computing becomes popular, the amount of
data transmitted/received in a data center and the amount of
data transmitted/received between data centers have
increased rapidly, and a system that is capable of coping with
the increase in the communication amount has been in need.
However, the amount of investment in equipment is also
required to be held down.

SUMMARY

In a method according to an embodiment, a gateway appa-
ratus relays communication between first and second servers
provided in a data center and an external communication
apparatus located outside the data center. A control apparatus
obtains an observation result obtained by observing a com-
munication amount being an amount of data transmitted/
received per unit time for each of virtual machines operating
in the first and second servers in association with a transmis-
sion source and a destination of the data. The control appa-
ratus checks whether a first number of hops from the gateway
apparatus to the first server is smaller than a second number of
hops from the gateway apparatus to the first server. When the
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2

first number of hops is smaller than the second number of
hops, the control apparatus controls an arrangement of the
virtual machines so that the virtual machine whose commu-
nication amount with the external communication apparatus
is larger is more likely to be placated in the first server.

The object and advantages of the invention will be realized
and attained by means of the elements and combinations
particularly pointed out in the claims.

It is to be understood that both the foregoing general
description and the following detailed description are exem-
plary and explanatory and are not restrictive of the invention,
as claimed.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a diagram illustrating the arrangement of virtual
machines in a data center.

FIG. 2 is an example of a functional block diagram of a
control apparatus.

FIG. 3 is an example of a functional block diagram of a
server.

FIG. 4 is a diagram illustrating an example of a hardware
configuration of a control apparatus and a server.

FIG. 5 is a diagram illustrating an example of the arrange-
ment of virtual machines.

FIG. 6 is a table illustrating an example of topology data
that a control apparatus has.

FIG. 7 is a diagram illustrating an example of traffic infor-
mation that a traffic monitor obtains.

FIG. 8 is a diagram illustrating an example of the arrange-
ment of virtual machines.

FIG. 9 is a diagram illustrating an example of traffic infor-
mation.

FIG. 10 is a diagram illustrating the arrangement of virtual
machines.

FIG. 11 is a diagram illustrating an example of traffic
information.

FIG. 12 is a diagram illustrating the arrangement of virtual
machines.

FIG. 13 is a diagram illustrating an example of traffic
information.

FIG. 14 is a flowchart illustrating an example of a process
performed in a case in which the arrangement of virtual
machines is determined before operating the virtual
machines.

FIG. 15A is a flowchart illustrating an example ofa process
when a congestion occurs.

FIG. 15B is a flowchart illustrating an example of a process
when a congestion occurs.

FIG. 16 is a diagram illustrating an example ofthe arrange-
ment of virtual machines when a virtual machine is elimi-
nated.

FIG.17 is a diagram illustrating an example of the arrange-
ment of virtual machines when a virtual machine is added.

FIG. 18 is a diagram illustrating an example of traffic
information.

FIG. 19 is a diagram illustrating the arrangement of virtual
machines.

FIG. 20 is a diagram illustrating an example of traffic
information.

FIG. 21 is a table illustrating an example of sorting of
traffic and an arrangement policy.

FIG. 22 is a flowchart illustrating an example of a process
performed when the arrangement of virtual machines is deter-
mined.

DESCRIPTION OF EMBODIMENTS

FIG. 1 illustrates an example of the arrangement of virtual
machines 34 in a data center 60a. The data center 60a has a
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gateway router (GW, gateway), relay routers (RT1, RT2),
switches (SW1-SW4), a control apparatus 10, and servers 30
(30a-305). A management network 5 includes the control unit
10 and the individual servers 30. The servers 30 included in
the data center 60a communicated with a communication
apparatus provided outside the data center 60a via the gate-
way router. In the explanation below, an apparatus that is not
included in the data center 60a and communicates the appa-
ratuses inside the data center 60a via the gateway GW may be
described as an “external communication apparatus”. The
external communication apparatus includes, for example, a
communication apparatus in an Internet 70, a communication
apparatus in a data center 605, offices 65 (65a, 65b) con-
nected via the Internet 70. The virtual machines 34 (34a-344)
operates in the servers 30 (304-30j). In the explanation below,
for the purpose of facilitating understanding, the explanation
is made with an example of a case in which one virtual
machine 34 operates in one server 30, butan arbitrary number
of'virtual machines 34 may operate in an individual server 30.
Inaddition, FIG. 1 illustrates an example of the data center 60,
and the number of the gateway GW, relay routers RT, switches
SW, servers 30 may be changed.

The control apparatus 10 has stored the connection rela-
tionship (topology data) of communication apparatuses
included in the data center 60a such as the relay routes RT,
switches SW, servers 30 in advance. It is assumed that the
topology data is input to the control apparatus 10 by an
operator and the like as needed.

The control unit 10 obtains traffic used for communication
for each of the virtual machines 34 placed in the servers 30. In
the explanation below, the amount of data that flows on the
network per unit time may be descried as “traffic”. In addi-
tion, in the explanation below, the amount of data that flows in
a particular line per second is indicated by bps (bits Per
Second). It is assumed that the control apparatus 10 may
obtain observation results from an observation apparatus (not
illustrated in the drawing) that observes the amount of data
transmitted/received in each server, and may calculate the
traffic based on the obtained data. Here, the observation appa-
ratus is realized by any communication apparatus that is
capable of obtaining information about traffic, and for
example, may be realized by a traffic monitor (see FIG. 5) or
a computer. In addition, before the operation of virtual
machines starts, the control apparatus 10 calculates the traffic
based on data input by an operator and the like. The control
apparatus 10 calculates the communication amount between
each of'the virtual machines 34 placed in the server 30 and an
external communication machine, based on information
obtained from the observation apparatus or information input
by an operator.

The control apparatus 10 controls the virtual machine 34
with a large communication amount with the external com-
munication apparatus to be placed in the server 30 with a
small number of hops from the gateway GW. For example, it
is assumed that among the virtual machines 34a-34/, the
virtual machine 34c¢ has the largest traffic with the external
communication apparatus, and the virtual machine 34d has
the second largest traffic with the external communication
apparatus. In the example in FIG. 1, the number of hops ofthe
servers 30a-30/ from the gateway GW is 3, while the number
of hops of the servers 30i, 30j from the gateway GW is 1.
Therefore, the control apparatus 10 controls the virtual
machines 34c¢ and 34d to be placed in the servers 307, 30/ and
the virtual machines 34a, 34b, 34e-34h are placed in the
servers 30a-30%. For example, the control apparatus 10 trans-
mits control information to the virtual machine 34 whose
arrangement is to be changed, via the management network 5.
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The virtual machine 34 that received the control information
moves to the server 30 specified by the control information.
The movement of the virtual machine 34 is supposed to be
performed by any live migration technique. Once the virtual
machines 34¢ and 344 are placed in the servers 30i, 30/, data
that the virtual machines 34¢ and 34d transmit to the external
communication apparatus does not go through the relay appa-
ratuses such as the relay routers RT1, RT2, switches SW1-
SW4. Therefore, compared with a case in which the virtual
machines 34c¢ and 34d are placed in the servers 30a-30/, the
traffic that may be transmitted/received inside the data center
60a increases.

As described above, since the virtual machine 34 with a
large traffic with the external communication apparatus is
placed in the server 30 with a small number of hops from the
gateway GW with priority, the lines in the data center 60 are
used efficiently.

<Apparatus Configuration>

FIG. 2 illustrates an example of a functional block diagram
of the control apparatus 10. The control apparatus 10 has a
receiving unit 11, a transmitting unit 12, a storing unit 13, a
traffic information obtaining unit 15, and an arrangement
control unit 20. The arrangement control unit 20 has a con-
gestion detecting unit 21 and an arrangement determination
unit 22. The receiving unit 11 receives data and the like
transmitted from the observation apparatus and servers 30.
The transmitting unit 12 transmits data and the like transmit-
ted from the control apparatus 10 to the servers 30 or the
observation apparatus. For example, the transmitting unit 12
transmits a control message for moving the virtual machine so
as to be in the arrangement determined by the arrangement
determination unit 22, to the server 30 in which the virtual
machine is placed. The storing unit 13 has topology data 14,
and other than that, stores data obtained by the process in the
control apparatus 10 and the like, as needed. The topology
data 14 is information that specifies the connection relation-
ship between the communication apparatuses included in the
data center 60. The traffic information obtaining unit 15
obtains information about traffic from the observation appa-
ratus via the receiving unit 11. In the explanation below, the
information related to traffic may be described as “traffic
information”.

The congestion detecting unit 21 calculates the traffic of
each line included in the network of the data center 60 using
the traffic information and the topology data 14, and detects
the spot where congestion has occurred.

The arrangement determination unit 22 determines the
arrangement of the virtual machines 34 in the servers 30.
Before the operation of the data center 60 starts, the arrange-
ment determination unit 22 determines the arrangement of the
virtual machines 34 so that the virtual machine 34 with a
larger traffic expected with the external communication appa-
ratus is placed in the server 30 with a smaller number of hops
from the gateway GW. Once the operation of the data center
60 starts and congestion occurs during operation, the arrange-
ment determination unit 22 changes the arrangement of the
virtual machine 34 based on the result of calculation in the
congestion detecting unit 21. In this case, the arrangement
determination unit 22 moves the virtual machine 34 with a
large traffic with the external communication apparatus
among the virtual machines 34 transmitting/receiving data
via the line in which the congestion has occurred to the server
30 with a small number of hops from the gateway GW. The
operation of the arrangement determination unit 22 is to be
explained in detail later.

FIG. 3 illustrates an example of a functional block diagram
of the server 30. The server 30 has a receiving unit 31 and a
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transmitting unit 32, and is capable of operating a virtual
switch 33 and virtual machines 34 (34a-34c¢). The receiving
unit 31 receives data transmitted from the other servers 30,
control apparatus 10 and external communication apparatus.
The transmitting unit 32 transmits data to the other servers 30,
the external communication apparatus and the like. In addi-
tion, data transmitted/received via the receiving unit 31 or the
transmitting unit 32 are supposed to be observed by the obser-
vation apparatus by mirroring.

The virtual switch 33 connects the virtual machines 34a-
34c¢ to the receiving unit 31 and the transmitting unit 32.
While three units of virtual machines 34 operate on the server
30 in the example in FIG. 3, the number of virtual machines
34 operate on one unit of the server 30 is arbitrary.

FIG. 4 illustrates an example of the hardware configuration
of'the control apparatus 10 and the server 30. Both the control
apparatus 10 and the server 30 has a processor 41, a memory
42, an inputting apparatus 43, an outputting apparatus 44, a
bus 45, an external storage apparatus 46, a medium driving
apparatus 47, and a network connection apparatus 49. Here,
processor 41 may be a Central Processing Unit (CPU). For
example, both the control apparatus 10 and the server 30 may
be realized by a computer. It is supposed that the observation
apparatus may also be realized by a computer having hard-
ware as illustrated in FIG. 4.

In the control apparatus 10, the processor 41 operates as the
traffic information obtaining unit 15 and the arrangement
control unit 20 by executing a program. The memory 42
operates as the storing unit 13. In addition, the control appa-
ratus 10 may obtain data such as the topology data 14 and the
traffic information from a network 50 or a portable storage
medium 48. A network connection apparatus 49 operates as
the receiving unit 11 and the transmitting unit 12.

On the other hand, in the server 30, the processor 41 oper-
ates as the virtual switch 33 and the virtual machine 34. In
addition, the network connection apparatus 49 operates as the
receiving unit 31 and the transmitting unit 32.

The inputting apparatus 43 is, for example, a button, a
keyboard, a mouse and the like, and the operator may input
the traffic information and the topology data 14 to the control
apparatus 10 using the inputting apparatus 43. The outputting
apparatus 44 is realized as a display and the like. The bus 45
connects between the processor 41, the memory 42, the input-
ting apparatus 43, the outputting apparatus 44, the external
storage apparatus 46, the medium driving apparatus 47, the
network connection apparatus 49 so that data may be received
and given from/to each other. The external storage apparatus
46 stores a program and data and the like, and provides
information stored to the processor 41 and the like as needed.
The medium driving apparatus 47 is capable of transmitting
data in the memory 42 and in the external storage apparatus
46 to the portable storage medium 48 and is also capable of
reading out a program, data and the like from the portable
storage medium 48. Here, the portable storage medium 48
may be any portable storage medium including a floppy disk,
a Magneto-Optical (MO) disk, a Compact Disc Recordable
(CD-R) and a Digital Versatile Disk Recordable (DVD-R).

<First Embodiment>

FIG. 5 illustrates an example of the arrangement of the
virtual machines 34. Hereinafter, the process performed when
congestion occurs due to the arrangement of the virtual
machine 34 as in FIG. 5 is explained. In FIG. 5, it is assumed
that the virtual machines 34 of tenants A-C operate in the data
center 60a. Hereinafter, in order to make the relationship
between the individual virtual machine 34 and tenant easier to
understand, the numeral for the virtual machine 34 is a char-
acter string in which an alphabet identifying the tenant and a
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number identifying the virtual machine 34 are attached after
“VM_”. For example, VM_A1 is the first virtual machine 34
that provides the service of the tenant A. In addition, the
server 30 is also supposed to be identified by a character string
in which a number is added after “SV”, in FIG. 5.

In the network illustrated in FIG. 5, the relay routes RT1,
RT2 are connected to the gateway GW. In addition, the
switches SW1, SW2 are connected to the relay router RT1.
The switches SW3 and SW4 are connected to the relay router
RT2. The servers SV1 and SV2 are connected to the switch
SW1, the servers SV3 and SV4 are connected to the switch
SW2, the servers SV5 and SV6 are connected to the switch
SW3, the servers SV7 and SV8 are connected to the switch
SW4. In addition, the servers SV9 and the SV10 are con-
nected to the gateway GW with no intervention of the relay
route RT and the switch SW.

FIG. 61is an example of the topology data 14 that the control
apparatus 10 has. In the topology data 14 illustrated in FIG. 6,
the relay routes RT and the switches SW that intervenes the
route to the gateway GW, for the servers SV1-SV10 are
recorded. In addition, the number of hops from the gateway
GW for each of the servers SV1-SV10 is also recorded. It is
supposed that the control apparatus 10 also stores the upper
limit value of the traffic of each line, in addition to the topol-
ogy data 14 illustrated in FIG. 6.

In FIG. 5, VM_A1 is placed in the server SV1, VM_A2 is
placed in the server SV2, and VM_A3 is placed in the server
SV3. Further, VM_C1 is placed in the server SV4, VM_C2 is
placed in the server SV5, VM_C3 is placed in the server SV6,
VM_B1 is placed in the server SV7, and VM_B2 is placed in
the server SV8. The traffic monitor 25 performs mirroring of
data transmitted/received in the servers SV1-SV10 and sorts
in association with the transmission source and destination.

For example, the process in a case in which the virtual
machines VM_A1-VM_C3 are placed as illustrated in FIG. 5
and the traffic as described below is generated is explained.

Traffic from the VM_A1 to the data center B: 4 Gbps

Traffic from the VM_A2 to the data center B: 4 Gbps

Traffic from the VM_A3 to the data center B: 4 Gbps

Traffic from the VM_B1 to the office A: 5 Gbps

Traffic from the VM_B2 to the office A: 2 Gbps

Traffic of bidirectional communication between the
VM_B1 and the VM_B2: 1 Gbps

Traffic of bidirectional communication between the
VM_C1 and the VM_C2: 3 Gbps

Traffic of bidirectional communication between the
VM_C2 and the VM_C3: 3 Gbps

The communication apparatuses provided in the data cen-
ter B, office A, office B are supposed to be external commu-
nication apparatuses outside the data center 60a.

(1) A traffic monitor 25 obtains traffic information such as
the one illustrated in FIG. 7. In the example illustrated in FI1G.
7, the traffic information includes information about the vir-
tual machine being the transmission source of the data, the
physical server in which the virtual machine being the trans-
mission source is placed, the destination of the data, the
physical server in which the virtual machine being the desti-
nation is placed, and the usage volume of the traffic. The
information about the usage volume of the traffic includes, in
the example in FIG. 7, traffic of each communication, exter-
nally-addressed traffic, internally-addressed traffic, and the
total traffic volume. Here, traffic of each communication is
supposed to refer to the traffic generated in individual com-
munication. For example, since the VM_C2 communicates
with both the VM_C1 and the VM_C3, the traffic is obtained
for each of the data transmission from the VM_C2 to the
VM_C1 and the data transmission from the VM_C2 and the
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VM_C3. The “externally-addressed traffic” is the total vol-
ume of traffic generated in the communication addressed
outside the data center 60, which is obtained for each virtual
machine. On the other hand, the “internally-addressed traffic”
is the total volume of the traffic generated in the communica-
tion between the virtual machine and another virtual machine
inside the data center 60. The “total traffic volume” is the total
traffic volume generated in the communication of the virtual
machine, which is obtained for each virtual machine.

In the congestion detecting unit 21 of the control apparatus
10, the traffic that flows in each line is calculated using the
topology data 14 illustrated in FIG. 6 and the traffic informa-
tion illustrated in FIG. 7. The calculation of the traffic is
performed using the transmission source and destination of
data, the size of traffic of each communication. For example,
in the line between the switch SW1 and the relay router RT1,
traffic of 4 Gbps flows from the VM_A1 and VM_A2 respec-
tively to the data center B, so its traffic is 8 Gbps. In addition,
in the line between the switch SW2 and the relay router RT1,
traffic (4 Gbps) flows from the VM_A3 to the data center B
and traffic (3 Gbps) flows from the VM_C1 to the VM_C2, so
it is 7 Gbps. Meanwhile, in the line between the switch SW3
and the relay router RT2, the traffic (3 Gbps) of bidirectional
communication between the VM_C2 and VM_C3 does not
flow. Therefore, 3 Gbps of the traffic of data from the VM_C2
to the VM_C1 becomes the total volume of the line between
the switch SW3 and the relay router RT2. It is assumed that
the congestion detecting unit 21 calculates traffic for other
lines in a similar manner, and calculates the value presented
next to each line in FIG. 5 as the traffic obtained for each line.
The congestion detecting unit 21 compares the calculation
result and the bandwidth of each line. Here, the “bandwidth”
is the maximum value of the amount of data that may be
transmitted per unit time in the line. The congestion detecting
unit 21 compares the calculation result of the traffic and the
bandwidth, and determines that congestion has occurred
when larger traffic than the bandwidth flows.

In the explanation below, it is assumed that the bandwidth
of the lines inside the data center 60q is all below 10 Gbps.
Therefore, when traffic of 10 Gbps or above flows in any of
the lines inside the data center 60a according to the calcula-
tion, the congestion detecting unit 21 determines that conges-
tion has occurred. In FIG. 5, for easier viewing, the bandwidth
is represented as Max. In the example in FIG. 5, in the line
between the gateway and the relay router RT1, traffic of 15
Gbps flows according to the calculation while the bandwidth
is below 10 Gbps, it is determined that congestion has
occurred. Furthermore, in the line between the gateway and
the relay router RT2 as well, traffic of 10 Gbps tlows accord-
ing to the calculation while the bandwidth is below 10 Gbps,
and it is determined that congestion has occurred.

The congestion detecting unit 21 notifies the arrangement
determination unit 22 of the spot where congestion has
occurred. Here, the congestion detecting unit 21 notifies the
arrangement determination unit 22 of the relay routers RT1
and RT2 as the spot where the congestion has occurred.

(2) The arrangement determination unit 22 sorts the servers
SV included in the data center 60a into groups by the number
of hops from the gateway GW, using the topology data 14.
When the topology data 14 illustrated in FIG. 6 has been
obtained, the arrangement determination unit 22 stores the
servers SV9, SV10 as a group because both the number of
hops from the gateway GW to SV9 and the number of hops
from the gateway GW to SV10 are 1. Further, the arrange-
ment determination unit 22 puts the servers SV1-SV8 whose
number of hops from the gateway GW is all three into one
group. Hereinafter, it is assumed that the arrangement deter-
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mination unit 22 has sorted and stored the servers SV9 and
SV10 into a “server group 1” and the server SV1-SV8 into a
“server group 2”.

Next, the arrangement determination unit 22 identifies the
virtual machine that is performing communication via the
relay router RT or the switch SW in which the congestion has
occurred as the candidate for changing its arrangement. Fur-
ther, when there is any externally-addressed traffic from the
virtual machine being the candidate for changing its arrange-
ment, the arrangement determination unit 22 tries to arrange
the virtual machine in the server whose number of hops is
closer from the gateway GW than the server in which the
virtual machine is placed.

For example, it is assumed that the arrangement determi-
nation unit 22 starts a process to improve the traffic to the
relay router RT1 whose status of congestion is worse between
the relay routers RT1 and RT2 in which congestion has
occurred. The arrangement determination unit 22 refers to the
topology data 14 (FIG. 6) to recognize that the servers com-
municating via the relay router RT1 is the servers SV1-SV4.
Since the traffic being the cause of the congestion is transmit-
ted from the servers SV1-SV4, the arrangement determina-
tion unit 22 recognizes that the congestion has occurred in the
traffic from the servers SV sorted into the server group 2. In
the state illustrated in FIG. 5, since no virtual machine is
placed in the servers (SV9, SV10) of the server group 1 yet,
there are some resources left. Then, the arrangement deter-
mination unit 22 determines that the virtual machine whose
externally-addressed traffic is large among the virtual
machines placed in the servers SV1-SV4 is to be moved to the
server SV in the sever group 1.

The arrangement determination unit 22 identifies the vir-
tual machines placed in the server SV being the transmission
source of the traffic being the cause of the congestion are the
VM_A1, VM_A2, VM_A3 and VM_C1. At this time, the
traffic related to the virtual machines identified as the cause of
the congestion becomes the information enclosed by a thick
line among the traffic information in FIG. 7. The arrangement
determination unit 22 identifies the virtual machine whose
externally-addressed traffic is large among the virtual
machines being the cause of the congestion. Here, the exter-
nally-addressed traffic of the VM_A1, VM_A2, VM_A3 is all
4 Gbps, and no externally-addressed traffic is generated in the
VM_C1. Therefore, the arrangement determination unit 22
moves one of the VM_A1, VM_A2, VM_A1, VM_A2,
VM_A3, tothe server in the sever group 1. Here, itis assumed
that the arrangement determination unit 22 moves the
VM_AS3 from the server SV3 to the server SV9.

When moving the virtual machine, the arrangement deter-
mination unit 22 generates a control message. The format of
the control message is any format that includes an identifier of
the virtual machine to be moved and an identifier of the server
SV being the destination of the movement. The control mes-
sage is transmitted to the virtual machine that the control
apparatus 10 requests to be moved, via the management net-
work 5. The virtual machine that received the control message
moves to the server SV identified by the identifier included in
the control message. Here, the arrangement determination
unit 22 generates a control message for moving the VM_A3 to
the server S9. Upon receiving the control message, the
VM_A3 moves from the server SV3 to the server SV9 by live
migration.

(3) An example of the arrangement of the virtual machines
when the VM_A3 is moved from the server SV3 to the server
SV9 is illustrated in FIG. 8. FIG. 9 illustrates an example of
the traffic information that the traffic monitor 25 obtains after
the VM_A3 moves from the server SV3 to the server SV9.
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When the VM_A3 moves from the server SV3 to the server
SV9 as illustrated in FIG. 8 and FIG. 9, the traffic (4 Gbps)
addressed to the data center B transmitted from the VM_A3
no longer goes through the switch SW2 and the relay router
RT1. Therefore, the traffic from the switch SW2 to the relay
router RT1 decreases to 3 Gbps. Furthermore, since the traffic
from the relay router RT1 to the gateway GW also decreases
to 11 Gbps, while the congestion state in the relay router RT1
is not resolved, the traffic that goes through the relay router
RT1 decreases.

(4) Next, the arrangement determination unit 22 performs
a process to resolve the congestion in the relay router RT2.
The arrangement determination unit 22 refers to the topology
data 14 (FIG. 6), and recognizes that the servers communi-
cating via the relay route RT2 are the servers SV5-SV8. In the
state illustrated in FIG. 8, the resource of the server SV10 is
left in the server group 1, so the virtual machine may be
placed in the server SV10. Therefore, the arrangement deter-
mination unit 22 determines that the virtual machine whose
externally-addressed traffic is large among the virtual
machines placed in the server SV5-SV8 is to be moved to the
server SV10.

The VM_C2, VM_C3, VM_BI1, VM_B2 are placed in the
servers SV5-SV8. Therefore, the traffic related to the virtual
machines placed in the servers SV5-SV8 is the information
enclosed by a thick line among the traffic information in FIG.
9. The arrangement determination unit 22 identifies the vir-
tual machine whose externally-addressed traffic is large,
among the virtual machines placed in the serves SV5-SV8.
Here, the externally-addressed traffic of the VM_B1 is 5
Gbps, that of the VM_B2 is 2 Gbps, and no externally-ad-
dressed traffic has been generated inthe VM_C2 and VM _C3.
Therefore, the arrangement determination unit 22 moves the
VM_B1 to the server SV1. The arrangement determination
unit 22 generates a control message for moving the VM_B1 to
the server SV10. The VM_B1 moves to the server SV10
according to the control message.

An example of the arrangement of the virtual machines
when the VM_B1 is moved from the server SV7 to the server
SV10 is illustrated in FIG. 10. FIG. 11 illustrates the traffic
information that the traffic monitor 25 obtains after the
VM_B1 moves from the server SV7 to the server SV10.

When VM_B1 moves from the server SV7 to the server
SV10 as illustrated in FIG. 10 and FIG. 11, the traffic
addressed to the office A transmitted from the VM_B1 no
longer goes through the relay router RT2. Therefore, the
traffic from the relay router RT2 to the gateway GW decreases
to 6 Gbps, and the congestion state in the relay router RT2 is
resolved.

(6) Since the congestion in the relay router RT2 has been
resolved but the congestion in the relay router RT1 has not
been resolved yet, the arrangement determination unit 22
further changes the arrangement of the virtual machines. By
the process in the procedure (5), the virtual machine is placed
in all the servers sorted into the server group 1, and no
resource is left in the server group 1. Therefore, no virtual
machine may be added to the servers in the server group 1.
Therefore, the arrangement determination unit 22 checks if
there is any virtual machine whose externally-addressed traf-
fic is larger than that of the virtual machines placed in the
servers of the server group 1. Here, the externally-addressed
traffic of all the virtual machines placed in the servers SV1-
SV4 is not larger than the externally-addressed traffic of the
virtual machines placed in the servers (SV9, SV10) of the
server group 1.

(7) Therefore, the arrangement determination unit 22
focuses on the internally-addressed traffic to move the virtual
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machine. At this time, the arrangement determination unit 22
tries to use the lines in the data center 60a efficiently, by
determining the arrangement so that the number of hops
between two virtual machines communicating inside the data
center 60a becomes as small as possible.

First, the arrangement determination unit 22 tries to
arrange the virtual machines so that the internally-addressed
traffic is transmitted/received between the servers connected
to the same switch SW, as much as possible. The arrangement
determination unit 22 identifies the virtual machine whose
internally-addressed traffic is large among the virtual
machines communicating via the relay apparatus in which
congestion has occurred. Further, whether or not the identi-
fied virtual machine may be moved to the server SV con-
nected to the same switch SW as the virtual machine being the
transmission destination of the data is checked. Meanwhile, it
is assumed that the arrangement determination unit 22 refers
to the topology data 14 as needed, to check the connection
relationship of the servers SV.

In the example illustrated in FIG. 10, FIG. 11, the VM_C1
transmits data addressed to the VM_C2. Then, the arrange-
ment determination unit 22 considers moving of the VM_C1.
The VM_C2 being the destination of the data transmitted
from the VM_C1 is placed in the server SV5. The server SV5
is connected to the switch SW3. While the server SV6 is
connected to the switch SW3 other than the server SV5, the
VM_C3 has been already placed in the server SV6. There-
fore, the arrangement determination unit 22 determines that it
is impossible to move the VM_C1 to the server SV6.

(8) When it is impossible to arrange the virtual machines so
that the internally-addressed traffic is transmitted/received
between the servers connected to the same switch, the
arrangement determination unit 22 tries to arrange the virtual
machines so that the internally-addressed traffic is transmit-
ted/received between servers connected to the same relay
router RT. Atthis time, the arrangement determination unit 22
refers to the topology data 14 as needed as well.

In the example illustrated in FIG. 10, FIG. 11, the VM_C2
is connected to the relay router RT2 via the switch SW3. To
the relay router RT2, the switch SW4 is connected other than
the switch SW3, and the servers SV7 and SV8 are connected
to the switch SW4. While the VM_B2 has already been placed
in the SV8, no virtual machine is placed in the server SV7.
Therefore, the arrangement determination unit 22 moves the
VM_C1 from the server SV4 to the server SV7. The thick line
in FIG. 11 indicates the traffic of the server SV4 and the server
SV7.

The example of the arrangement of the virtual machine
when the VM_C1 moves from the server SV4 to the server
SV7isillustrated in FIG. 12. FIG. 13 illustrates an example of
the traffic information that the traffic monitor 25 obtains after
the VM_C1 moves from the server SV4 to the server SV7.

When the VM_C1 moves from the server SV4 to the server
SV7asillustrated in F1IG. 12 and FIG. 13, the traffic addressed
to the VM_C2 transmitted from the VM_C1 no longer goes
through the relay router RT1. Therefore, the traffic from the
relay router RT1 to the gateway GW decreases to 8 Gbps, and
the congestion state in the relay router RT1 is resolved. There-
fore, by the processes described in the procedures (1)-(9), the
congestion state illustrated in FIG. 5 is resolved.

While the change of the arrangement after the operation of
the virtual machines starts and the arrangement illustrated in
FIG. 5 is made in the example above, the arrangement deter-
mination unit 22 may determine the arrangement of the vir-
tual machines also before the operation of the virtual
machines start. FIG. 14 is a flowchart illustrating an example
of'a process in a case in which the arrangement of the virtual



US 9,110,730 B2

11

machines is determined prior to the operation of the virtual
machine. It is assumed that before the operation illustrated in
FIG. 14 starts, the arrangement determination unit 22 has
identified the amount of the externally-addressed traffic and
the internally-addressed traffic for each virtual machine. In
addition, here, it is assumed that the arrangement determina-
tion unit 22 has sorted the servers SV into the server group 1
and the server group 2 based on the number of hops from the
gateway GW as well. It is assumed that the servers in the
server group 1 has a smaller number of hops from the gateway
GW compared with the servers in the server group 2.

In the process in F1G. 14, for each virtual machine, whether
the ratio of the externally-addressed traffic with respect to the
total amount of traffic of the virtual machine is large is judged,
and the process proceeds according to the judgment result.
Here, the judgment as to whether the ratio of the externally-
addressed traffic is large or not is determined relatively by the
comparison between the virtual machines placed in the same
data center 60. Therefore, a threshold is determined as needed
according to the ratio of the externally-addressed traffic of the
virtual machines placed in the same data center 60, and
whether the ratio of the externally-addressed traffic of the
individual virtual machine is large or not is determined
according to the threshold. For example, when the threshold
is 70%, in the virtual machine whose externally-addressed
traffic is 65% of the total amount of traffic, the ratio of the
externally-addressed traffic is judged as small. The virtual
machine whose externally-addressed traffic has not been
judged as large is supposed to be treated as a virtual machine
whose ratio of internally-addressed traffic is large.

The arrangement determination unit 22 arranged the vir-
tual machine (VM) whose ratio of externally-addressed traf-
fic is large in the server group 1 (step S1). At this time, the
arrangement determination unit 22 is supposed to place the
virtual machine which has larger externally-addressed traffic
in the server of the server group 1 with priority. The arrange-
ment determination unit 22 checks whether there is a shortage
in the resource in the servers which belong to the server group
1 (step S2). When there is no shortage in the resource in the
servers which belong to the server group 1, whether there is
any virtual machine whose ratio of the externally-addressed
traffic is large among the virtual machines whose arrange-
ment has not been determined yet (No in step S2, step S3).
When a virtual machine whose ratio of externally-addressed
traffic is large is included in the virtual machines whose
arrangement is not determined, the arrangement determina-
tion unit 22 returns to the process in step S1 (Yes in step S3).

When there is a shortage in the resource of the servers in the
server group 1, the arrangement determination unit 22 places
the virtual machine whose ratio of externally-addressed traf-
fic is large among the virtual machines whose arrangement
has not been determined yet in the server of the server group
2 (Yes in step S2, step S4). When the arrangement of the
virtual machine whose ratio of externally-addressed traffic is
large is done, the arrangement determination unit 22 places
the virtual machine whose ratio of internally-addressed traffic
is large in the server of the server group 2 (step S5). In
addition, when it is determined that the arrangement of the
virtual machines having externally-addressed traffic is done
in step S3, the process in step S5 is performed as well. When
the arrangement of the virtual machines whose ratio of inter-
nally-addressed traffic is large is done, the monitoring of the
traffic information is started by the traffic monitor 25 (step
S6).

FIG. 15A and FIG. 15B are flowcharts illustrating an
example of a process when congestion occurs. The conges-
tion detection unit 21 detects the occurrence of congestion
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using the topology data 14 and traffic information obtained
from the traffic monitor 25 (step S11). The process in step S11
is repeated until congestion occurs. When the congestion
detection unit 21 detects an occurrence of congestion, the
congestion detection unit 21 notifies the arrangement deter-
mination unit 22 of the spot where the congestion has
occurred. The arrangement determination unit 22 identifies
the virtual machine being the transmission source of the traf-
fic being the cause of the congestion, based on the informa-
tion sent from the congestion detecting unit 21 and the topol-
ogy data 14 (step S12). Next, the arrangement determination
unit 22 checks whether any resource left in the server whose
number of hops to the gateway GW is smaller than that of the
server in which the virtual machine being the cause of the
congestion is placed (step S13). When there is any resource
left in the server whose number of hops to the gateway GW is
smaller, the arrangement determination unit 22 checks
whether any virtual machine having externally-addressed
traffic is included in the cause of the congestion (Yes in step
S13, step S14). When any virtual machine having externally-
addressed traffic is included in the cause of the congestion, the
arrangement determination unit 22 moves the virtual machine
being the cause of the congestion and whose externally-ad-
dressed traffic is largest to the server whose number ofhops to
the gateway GW is small (Yes in step S14, S15).

On the other hand, when any virtual machine having exter-
nally-addressed traffic is not included in the cause of the
congestion, the arrangement determination unit 22 makes the
communication in the data center more efficient (No in step
S14). The arrangement determination unit 22 judges whether
it is possible to place the virtual machine being the cause of
the congestion in the server connected to the same switch SW
as the server in which the virtual machine being the commu-
nication destination is placed (step S18). If it is judged as
possible in step S18, the arrangement determination unit 22
places the virtual machine being the cause of the congestion
to the server connected to the same switch as the server in
which the virtual machine being the communication destina-
tion is placed (step S19). When the judgment result in step
S18 is No, the arrangement determination unit 22 judges
whether it is possible to place the virtual machine being the
cause of the congestion in the server connected to the same
relay router RT as the server in which the virtual machine
being the communication destination is placed (step S20). If
it is determined that the placement is possible in step S20, the
arrangement determination unit 22 places the virtual machine
being the cause of the congestion in the server connected to
the same router RT as the server in which the virtual machine
being the communication destination is placed (step S21).
After the process in step S19 or step S21 is performed, the
processes in and after step 11 are repeated.

Next, in step S13, a process in a case in which a judgment
is made that there is no resource left in the server whose
number of hop to the gateway GW is smaller than that of the
server in which the virtual machine being the cause of the
congestion is placed (No in step S13) is described. In this
case, the arrangement determination unit 22 compares the
size of externally-addressed traffic of the virtual machine
being the cause of the congestion with the size of externally-
addressed traffic of the virtual machine placed in the server
whose number of hops to the gateway GW is smaller (step
S16). When the externally-addressed traffic in the virtual
machine being the cause of the congestion is larger, the
arrangement determination unit 22 places the virtual machine
whose externally-addressed traffic is larger to the server SV
whose number of hops from the gateway GW is smaller (Yes
in step S16, step S17). At this time, the virtual server that has
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been placed in the server SV with smaller number of hops
from the gateway GW is moved to another server having some
resource left. On the other hand, when the externally-ad-
dressed traffic in the virtual machine being the cause of the
congestion is smaller (No in step S16), as explained with
reference to steps S18-S21, the process to make the commu-
nication inside the data center 60 more efficient is performed.

As described above, in the present embodiment, the virtual
machine whose traffic addressed outside the data center 60 is
larger is placed in the server whose number of hops from the
gateway GW is smaller. Therefore, the route of the traffic
addressed outside in the data center 60 may be shortened, and
the lines inside the data center 60 may be used efficiently.

Further, the arrangement determination unit 22 determines
the arrangement of the virtual machines so that the number of
hops between the virtual machines that transmit/receive
to/from each other becomes as small as possible. First, the
arrangement determination unit 22 tries to place the virtual
machines that transmit/receive data to/from each other in the
servers connected to the same switch SW as much as possible.
If it is impossible to place the virtual machines that transmit/
receive data to/from each other in the servers connected to the
same switch SW, the arrangement determination unit 22
places the virtual machines that transmit/receive data to/from
each other in the servers connected to the same relay router
RT as much as possible. By these processes, the communica-
tion inside the data center 60 also becomes more efficient.

In the present embodiment, since the congestion is avoided
by making the communication more efficient, deterioration of
the communication quality due to congestion is also avoided.
While the explanation has been made with an example of the
case in which one unit of the virtual machine is placed in one
unit of the server in the example above to facilitate under-
standing, the number of the virtual machines placed in one
unit of the server is arbitrary. Therefore, the virtual machines
that transmit/receive data to/from each other may be placed in
the same server.

<Second Embodiment>

In the second embodiment, the operation of the control
apparatus 10 about a case in which the total number of virtual
machine to be placed varies is explained in detail.

For example, it is assumed that the amount of process
performed in the tenant A decreases after the congestion is
resolved by the placement of the virtual machines as illus-
trated in FIG. 12. In the tenant A, it is assumed that the
VM_A1 and the VM_A2 are stopped according to the
decrease in the process. An example of the arrangement of the
virtual machines and the traffic in each line when the VM_A1
and the VM_A2 are stopped are illustrated in FI1G. 16. In FIG.
16, no virtual machine is placed in the servers (SV1-SV4)
connected to the relay router RT1. The arrangement of the
server of the other servers SV5-SV10 and the traffic generated
by the virtual machine placed in those servers are similar to
those in FIG. 12.

After that, it is assumed that the tenant D starts the process
in the data center 60a. The tenant D is assumed to operate the
VM_D1 and the VM_D2. Here, it is assumed that the VM_D1
is placed in the server SV1, and the VM_D2 is placed in the
server SV2.

Next, the process in a case in which the traffic as described
below is generated is explained. The arrangement of the vir-
tual machine and the traffic at this time are illustrated in FIG.
17.

Traffic from the VM_AS3 to the data center B: 4 Gbps

Traffic from the VM_B1 to the office A: 5 Gbps

Traffic from the VM_B2 to the office A: 2 Gbps
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Traffic of bidirectional communication between the
VM_B1 and the VM_B2: 1 Gbps

Traffic of bidirectional communication between the
VM_C1 and the VM_C2: 3 Gbps

Traffic of bidirectional communication between the
VM_C2 and the VM_C3: 3 Gbps

Traffic from the VM_D1 to the data center B: 5 Gbps

Traffic from the VM_D2 to the data center B: 5 Gbps

(11) When the traffic described above is generated in the
state in which the virtual machines are arranged as illustrated
in FIG. 17, the traffic monitor 25 obtains the traffic informa-
tion such as that illustrated in FIG. 18 for example. The
congestion detecting unit 21 calculates the traffic obtained in
each line using the topology data 14 illustrated in FIG. 6 and
the traffic information illustrated in FIG. 18. Further, using
the calculating result, the occurrence of congestion is
detected. The calculation of traffic and the detecting method
of congestion is similar to those in the first embodiment. Next
the each of line in FIG. 17, the calculated value of the traffic
flowing in the line is presented.

In the example in FIG. 17 and FIG. 18, since the traffic of
the line between the gateway and the relay router RT1, and the
line between the switch SW1 and the relay router RT1 is 10
Gbps while the bandwidth is less than 10 Gbps, judgment is
made that congestion has occurred. The congestion detecting
unit 21 notifies the arrangement determination unit 22 of the
occurrence of the convergence in the relay router RT1 and the
switch SW1.

(12) The arrangement determination unit 22 sorts the serv-
ers by the number of hops using the topology data 14, in a
similar manner as in the first embodiment. Hereinafter, it is
assumed that the servers SV9 and the SV10 are sorted and
stored as the “server group 17, and the servers SV1-SV8 as the
“server group 2”.

Upon the notification of the occurrence of the convergence
in the relay router RT1 and the switch SW1, the arrangement
determination unit 22 refers to the topology data 14 (FIG. 6),
to identify the virtual machine to be the candidate to change
its arrangement. Here, the VM_D1 and the VM_D2 are
selected as the candidate to change its arrangement.

(13) The arrangement determination unit 22 identifies the
server SV in which the virtual machine may be placed using
the topology data 14. In the example in FIG. 17 and F1G. 18,
itis impossible to place any new virtual machine in the servers
in the server group 1. The arrangement determination unit 22
recognizes that the virtual machine may be placed in the
servers SV3 and SV4. However, since the servers SV3 and
SV4 are both connected to the relay router RT1, even if either
the VM_D1 or the VM_D2 is moved to the server SV3 or
SV4, the congestion in the relay router RT1 is not resolved.

(14) Next, the arrangement determination unit 22 com-
pares the size of the externally-addressed traffic of the virtual
machine being the cause of the congestion with the size of the
externally-addressed traffic of the virtual machine placed in
the server whose number of hops to the gateway GW is
smaller. Both the VM_D1 and VM_D2 are placed in the
server SV whose number of hops from the gateway GW is 3.
In the servers SV9 and SV10 whose number of hops from the
gateway GW is 1, the VM_A3 and VM_B1 are placed. Here,
the traffic addressed externally at the VM_A3 is 4 Gbps,
which is smaller than the externally-addressed traffic of both
the VM_D1 and VM_D2. The traffic of the VM_A3, the
VM_D1 and VM_D2 is as indicated by athick line in FIG. 18.

The arrangement determination unit 22 determines that
one of the VM_D1 and VM_D2 is to be placed in the server 9
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instead of the VM_A3. Here, it is assumed that the arrange-
ment determination unit 22 determines that the VM_D2 is to
be placed in the server SV9.

(15) The arrangement determination unit 22 requests, to
the VM_D2, live migration from the server SV2 to the server
SV9. In addition, to the VM_A3, live migration from the
server SV9 to the server SV2 is requested. The process per-
formed by the control apparatus 10 upon request of live
migration is similar to that in the first embodiment.

(16) An example of the arrangement of the virtual
machines when the VM_D2 moves from the server SV2 to the
server SV9 and the VM_A3 also moves from the server SV9
to the server SV2 is illustrated in FIG. 19. FIG. 20 illustrates
an example of the traffic information that the traffic monitor
25 obtains after the VM_D2 and the VM_A3 have moved.

When the VM_A3 and the VM_D2 move as illustrated in
FIG. 19 and FIG. 20, the traffic addressed to the data center B
transmitted from the VM_D2 no longer goes through the
relay router RT1. Instead, the traffic addressed to the data
center B transmitted from the VM_A3 goes through the relay
router RT1, but the traffic addressed to the data center B from
the VM_A3 is smaller than the traffic addressed to the data
center B from the VM_D2. Therefore, the traffic from the
relay router RT1 to the gateway GW decreases to 9 Gbps, and
the congestion state in the relay router RT1 is resolved. There-
fore, the congestion state illustrated in FIG. 17 is resolved by
the processes in the procedures (11)-(16).

As described above, even in a case in which the number of
virtual machines change, congestion is resolved by placing
the virtual machine whose traffic addressed outside the data
center 60 is large in the server whose number of hops from the
gateway GW is small with priority. In addition, while no
specific example is presented in the present embodiment even
when the number of virtual machines change, the traffic in the
data center 60 may also be made more efficient by the pro-
cesses similar to steps S18-S21 in FIG. 15B.

<Third Embodiment>

In the third embodiment, a case in which the arrangement
of the virtual machines is determined using the degree of
priority of data to be transmitted/received is explained. In the
third embodiment, it is assumed that the traffic monitor 25
checks the degree of priority of data transmitted/received
to/from the virtual machines. It is assumed that the traffic
monitor 25 may check the degree of priority of data to be
transmitted/received, when the communication starts, for
example. The traffic monitor 25 may identify the degree of
priority using the value of the Type of Service (TOS) field or
the Traffic Class field included in the Internet Protocol (IP)
header.

FIG. 21 is a table explaining an example of the sorting of
the traffic and the arrangement policy. In the in FIG. 21, it is
assumed that sorting is performed into two types including
the traffic with a high priority and the traffic with a low
priority. Here, it is assumed that the traffic with a low priority
is traffic generated in best-effort type communication, and the
traffic with a high priority is traffic generated by guaranty-
type communication. The virtual machines are sorted into
four types illustrated in FIG. 21, according to the degree of
priority of traffic and which of the ratio of traffic addressed
outside and the ratio of traffic addressed inside the data center
60 is higher.

The arrangement determination unit 22 is supposed to
determine the arrangement in the order of

1) the virtual machine whose ratio of externally-addressed
traffic with a high priority is high

2) the virtual machine whose ratio of internally-addressed
traffic with a high priority is high
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3) the virtual machine whose ratio of externally-addressed
traffic with a low priority is high

4) the virtual machine whose ratio of internally-addressed

traffic with a low priority is high.
The virtual machine whose ratio of externally-addressed traf-
fic with ahigh priority is high is placed in the server SV whose
number of hops from the gateway GW is small, as much as
possible. The virtual machine whose ratio of internally-ad-
dressed traffic with a high priority is high is placed in the
server SV whose number of hops from the gateway GW is
large. At this time, the arrangement determination unit 22
makes the arrangement so that the virtual machines that trans-
mit/receive data to/from each other are placed in the servers
SV connected with the same switch SW, as much as possible.
When placement in the servers connected with the same
switch SW is impossible, the arrangement determination unit
22 makes the arrangement so that the virtual machines that
transmit/receive data to/from each other are placed in the
servers SV connected with the same relay router RT, as much
as possible.

The virtual machine whose ratio of externally-addressed
traffic with a low priority is high is placed after the placement
of the virtual machine that transmits/receives traffic with a
high priority is done. The arrangement determination unit 22
places the virtual machine whose ratio of externally-ad-
dressed traffic with a low priority is high in the server whose
number of hops from the gateway GW is small as much as
possible, based on the result of monitoring the available
resource in the server group. Further, the arrangement deter-
mination unit 22 places the virtual machine with a large ratio
of internally-addressed traffic with a low priority so that the
virtual machines that transmit/receive data are placed in the
servers connected to the same switch SW or the relay router
RT.

FIG. 22 is a flowchart explaining an example of a process
when the arrangement of the virtual machines is determined.
The arrangement determination unit 22 places the virtual
machine (VM) with a large ratio of externally-addressed traf-
fic with a high priority in the server group 1 (step S31). At this
time, the arrangement determination unit 22 is supposed to
place the virtual machine with large externally-addressed
traffic in the server which belongs to the server group 1 with
priority. When there is no shortage of resource in the server
group 1, the arrangement determination unit 22 checks
whether there is any virtual machine whose arrangement has
not been determined yet is left in the virtual machines having
externally-addressed traffic with a high priority (No in step
S32, step S33). When there is any virtual machine whose
arrangement has not been determined yet and whose ratio of
externally-addressed traffic with a high priority is high left,
the arrangement determination unit 22 returns to the process
in step S31 (Yes in step S33).

When there is a shortage of resource in the server in the
server group 1, the arrangement determination unit 22 places
the virtual machine whose ratio of externally-addressed traf-
fic with a high priority is higher among the virtual machines
whose arrangement has not been determined yet in the server
in the server group 2 (No in step S32, step S34). When the
placement of the virtual machines whose ratio of externally-
addressed traffic with a high priority is done, the arrangement
determination unit 22 places the virtual machine whose ratio
of internally-addressed traffic with a high priority is high in
the server group 2 (step S35). In addition, when judgment is
made in step S33 that the placement of the virtual machines
having externally-addressed traffic with a high priority is
done, the process in step S35 is performed as well.
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Next, if there is any resource left in the server group 1, the
arrangement determination unit 22 places the virtual machine
whose ratio of externally-addressed traffic with a low priority
is large in the server group 1. When there is no resource left in
the server group 1 and there is any resource left in the server
group 2, the arrangement determination unit 22 places the
virtual machine whose ratio of the externally-addressed traf-
fic with alow priority is high in the server group 2 (step S36).
If there is no resource left in both the server groups 1, 2, the
arrangement determination unit 22 does not place the virtual
machine whose ratio of the externally-addressed traffic with a
low priority is high.

After that, if there is any resource left in the server group 2,
the arrangement determination unit 22 places the virtual
machine with a large ratio of internally-addressed traffic with
alow priority in the server group 2. When there is no resource
left in the server group 2 and there is any resource left in the
server group 1, the arrangement determination unit 22 places
the virtual machine whose ratio of internally-addressed traffic
with a low priority is high in the server group 1 (step S37). If
there is no resource left in both the server groups 1, 2, the
arrangement determination unit 22 does not place the virtual
machine whose ratio of the internally-addressed traffic with a
low priority is high. When the placement of the virtual
machines with a large ratio of traffic with a low priority is
done, monitoring of the traffic information is started by the
traffic monitor 25 (step S38).

The changing method of the arrangement of the virtual
machines when congestion occurs after the operation of the
virtual machines starts is similar to that in the first embodi-
ment or the second embodiment. In the present embodiment,
since data with a low priority is data of the best-effort type,
evenina case in which the enough bandwidth for transmitting
traffic with a low priority is not secured, the control apparatus
10 does not change the arrangement of the virtual machines.
When congestion occurs in communication data with a high
priority, the control apparatus 10 changes the arrangement of
the virtual machines in a similar manner as in the first or the
second embodiment. When changing the arrangement of the
virtual machines, the arrangement determination unit 22 is
supposed to determine the arrangement of the virtual machine
whose ratio of traffic with a high priority is high in a similar
manner as when the virtual machine whose ratio of traffic
with a low priority is large is not placed. The virtual machine
whose ratio of traffic with a low priority is high is rearranged
in a similar method as in steps S36, S37 in F1G. 22 as needed,
when the arrangement of the virtual machine whose ratio of
traffic with a high priority is high is determined.

<Others>

The embodiments are not limited to those described above,
and may be modified in various ways. Some examples are
described below.

While a method to change the arrangement when conges-
tion occurs is described in the explanation above, the arrange-
ment determination unit 22 may also start the change of the
arrangement using delay information. For example, the traffic
monitor 25 may measure the delay time using a measurement
packet including a time stamp, and may notify the control
apparatus 10 of delay information with traffic information.
When the delay time exceeds a prescribed threshold, the
control apparatus 10 starts the change of the arrangement in a
similar manner as when congestion occurs.

While the server group 1 included servers SV whose num-
ber ofhops from the gateway is 1 and connected directly to the
gateway in the example explained using the drawing, the
network topology in the data center 60 may be changed arbi-
trarily according to the implementation. For example, the
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number of hops to the gateway from the server SV that is
closest to the gateway may be any number equal to 2 or larger.
Furthermore, the number of types of the number of hops from
the gateway to the server SV may be any number equal to 2 or
larger. For example, the control apparatus 10 may determine
the arrangement of the virtual machines in three servers of the
server group whose number of hops from the gateway is 2, the
server group whose number of hops from the gateway is 5,
and the server group whose number of hops from the gateway
is 6. In this case, the virtual machines having large traffic
addressed externally is placed in the server whose number of
hops from the gateway is small, as much as possible. In
addition, the virtual machines that communicate with each
other in the data center 60 are placed in the servers connected
to the same switch SW, as much as possible.

The threshold used for the judgment as to whether the ratio
of'externally-addressed traffic is large with respect to the total
volume of the traffic may be a fixed value determined in
advance. In this case, if the threshold is 50%, the virtual
machine whose ratio of externally-addressed traffic is 60% is
judged as having a large ratio of externally-addressed traffic.

While judgment is made that congestion has occurred
when the calculated value of traffic flowing in a line exceeds
the bandwidth of the line, the judgment as to whether con-
gestion has occurred may also be made according to a thresh-
old. In this case, the threshold is set to a value that is smaller
than the bandwidth of the line, such as 90% of the bandwidth
of the line. The communication may be made more efficient
by changing the arrangement of the virtual machines before
the communication quality deteriorates, by detecting conges-
tion as described above.

Furthermore, the traffic monitor 25 and the control appa-
ratus 10 do not need to be different apparatuses, and for
example, the control apparatus 10 may have the traffic moni-
tor 25 built inside. In this case, the traffic information obtain-
ing unit 15 of the control apparatus 10 obtains traffic infor-
mation from the traffic monitor 25 built inside.

The lines in the data center are used efficiently by the
methods explained above.

All examples and conditional language recited herein are
intended for pedagogical purposes to aid the reader in under-
standing the invention and the concepts contributed by the
inventor to furthering the art, and are to be construed as being
without limitation to such specifically recited examples and
conditions, nor does the organization of such examples in the
specification relate to a showing of the superiority and infe-
riority of the invention. Although the embodiments of the
present invention have been described in detail, it should be
understood that the various changes, substitutions, and alter-
ations could be made hereto without departing from the spirit
and scope of the invention.

What is claimed is:

1. A communication method comprising:

relaying communication between a first server provided in

a data center and an external communication apparatus
located outside the data center, and relaying communi-
cation between a second server provided in the data
center and the external communication apparatus, per-
formed by a gateway apparatus over a network, wherein
a first number of hops from the gateway apparatus to the
first server is smaller than a second number of hops from
the gateway apparatus to the second server;

obtaining an observation result by observing a communi-

cation amount which is an amount of data transmitted or
received per unit time for each of a plurality of virtual
machines operating in the first and second servers in
association with a transmission source and a destination
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of the data, and obtaining a delay time of the data mea-
sured by a measurement packet including a time stamp,
performed by a control apparatus provided in the data
center, wherein the control apparatus is communica-
tively coupled to the first and second servers;
detecting, by the control apparatus, that a second virtual
machine operating in the second server, of the plurality
of virtual machines, either having a larger communica-
tion amount with the external communication apparatus
from among the plurality of virtual machines or having
a longer delay time from among the plurality of virtual
machines;
checking, by the control apparatus, whether any resources
to operate an additional virtual machine are left in the
first server;
judging, by the control apparatus that there are no
resources left in the first server;
comparing, by the control apparatus, the communication
amount with the external communication apparatus of a
first virtual machine operating in the first server of the
plurality of virtual machines, and the second virtual
machine operating in the second server, and comparing,
by the control apparatus, the delay time with the external
communication apparatus of the first virtual machine
operating in the first server and the second virtual
machine operating in the second server;
when the control apparatus detects the first virtual machine
either having a smaller communication amount or hav-
ing a shorter delay time than the second virtual machine
operating in the second server; and
controlling, by the control apparatus, an arrangement of the
virtual machines so that, the first virtual machine is
moved from the first server to another server provided in
the data center, and the second virtual machine is moved
to the first server.
2. The communication method according to claim 1,
wherein
the control apparatus calculates a communication amount
of a route from the second server to the gateway using
the observation result; and
controls arrangement of the virtual machine placed in the
second server, when the communication amount of the
route from the second server to the gateway apparatus
exceeds a first threshold, and the virtual machine whose
communication amount with the external communica-
tion apparatus is larger among the virtual machines
placed in the second server is moved to the first server
with priority.
3. The communication method according to claim 1,
wherein
when a ratio of a communication amount of a first virtual
machine and the external communication apparatus with
respect to a communication amount of the first virtual
machine is equal to or below a second threshold, the
control apparatus control the first virtual machine to be
placed in the second server.
4. The communication method according to claim 1,
wherein
when the ratio of the communication amount with the
external communication apparatus is equal to or below
the second threshold in both the first virtual machine and
the second virtual machine, and, when communication
is performed between the first virtual machine and the
second virtual machine, the control apparatus arranges
the first and second virtual machines so that the number
ot hops between the first virtual machine and the second
virtual machine becomes small.
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5. The communication method according to claim 1,
wherein
the observation result includes a result of observation of an

amount of data transmitted or received for each of the
virtual machines operating on the first and second serv-
ers in association with a degree of priority, and the con-
trol apparatus performs control so that among the virtual
machines transmitting or receiving data with a high
degree of the priority, the virtual machine whose com-
munication amount with the external communication
apparatus is larger is to be placed in the first server.

6. A non-transitory computer-readable storage medium
having stored therein a program, the program making a com-
puter execute a process comprising:

obtaining a first number of hops being a number of hops to

a first server in a data center from a gateway apparatus
relaying communication between an apparatus located
inside the data center and an external communication
apparatus located outside the data center;

obtaining a second number of hops being a number of hops

from the gateway apparatus to a second server in the data
center;

obtaining an observation result by observing a communi-

cation amount which is an amount of data transmitted or
received per unit time for each of a plurality of virtual
machines operating in the first and second servers in
association with a transmission source and a destination
of the data and obtaining a delay time measured by a
measurement packet including a time stamp, performed
by a control apparatus provided in the data center,
wherein the control apparatus is communicatively
coupled to the first and second servers;

checking, by the control apparatus, whether any resources

to operate an additional virtual machine are left in the
first server, when a second virtual machine is detected
either having a larger communication amount with the
external communication apparatus from among the plu-
rality of virtual machines operating in the second server
or having a longer delay time from among the plurality
of virtual machines operating in the second server, and
when the first number of hops is smaller than the second
number of hops;

comparing, by the control apparatus, the communication

amount with the external communication apparatus of a
first virtual machine operating in the first server of the
plurality of virtual machines, and the second virtual
machine operating in the second server, and comparing,
by the control apparatus, the delay time with the external
communication apparatus of the first virtual machine
operating in the first server and the second virtual
machine operating in the second server, when the control
apparatus judges that there are no resources left in the
first server; and

controlling, by the control apparatus, an arrangement of the

virtual machines so that, when the control apparatus
detects the first virtual machine either having a smaller
communication amount or having a shorter delay time
than the second virtual machine operating in the second
server, the first virtual machine is moved from the first
server to another server provided in the data center, and
the second virtual machine is moved to the first server.

7. A communication apparatus comprising:
a memory

storing a first number of hops being a number of hops to
afirst server in a data center from a gateway apparatus
relaying communication between an apparatus
located inside the data center and an external commu-
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nication apparatus located outside the data center and comparing, by the control apparatus, the communica-
a second number of hops being a number of hops from tion amount with the external communication appa-
the gateway apparatus to a second server in the data ratus of a first virtual machine operating in the first
center; . server of the plurality of virtual machines, and the
a network connection apparatus configured to: 5

second virtual machine operating in the second
server, and comparing, by the control apparatus, the
delay time with the external communication appara-

receiving an observation result obtained by observing a
communication amount which is an amount of data
transmitted or received per unit time for each of a

plurality of virtual machines operating in the first and tus of the first virtual machine operating in the first
second servers in association with a transmission server and the delay time with the external communi-
source and a destination of the data, and receiving a cation apparatus of the second virtual machine oper-
delay time measured by a measurement packet ating in the second server, when the first server has no
including a time stamp, performed by a control appa- resources left,

ratus provided in the data center, wherein the control determining an arrangement of the virtual machines so
apparatus is communicatively coupled to the first and s that, when a first virtual machine either has a smaller

second servers; and
a processor configured to:

detecting, by the control apparatus, a second virtual
machine either having a larger communication
amount with the external communication apparatus
from among the plurality of virtual machines operat-
ing in the second server or having a longer delay time
from among the plurality of virtual machines operat-
ing in the second server,

checking, by the control apparatus, whether the first
server has any resources left to operate another virtual
machine, ® ok ok ok

communication amount or has a shorter delay time
than a second virtual machine operating in the second
server, the first virtual machine is moved from the first
server to another server provided in the data center,
20 and the second virtual machine is moved to the first
server, and
generating a control message for notification of a deter-
mined arrangement;
wherein the network connection apparatus transmits the
25 control message.



